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01 THIS IS SWISS INFOSEC AG
Facts and figures about company and team

02 OUR SERVICES
Overview over our services

03 OUR APPROACH
Our successful Best Practice model

04 SOME REFERENCES
Current and former client

05 YOUR CONTACT
You can solve your problem by contacting us:
+41 41 984 12 12, infosec@infosec.ch

Swiss Infosec AG
2 Head office in Sursee
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OUR PROFILE
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Founded in 1989 by Reto C.
Zbinden. More than 100
specialists in the group with over
600 years of experience support
you in increasing corporate
security.

OUR TEAM

The competence centres
Consulting, Legal & Data Privacy
and IT Security bring together
specialists in their fields, Lead
Auditors and lawyers.

SWISS INFOSEC AG

OUR SERVICES

Consulting, training and services:
Information security, data
protection, IT security, cyber
security, crisis management,
BCM, physical security, all
according to Best Practice.
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OUT VALUES

Security made to measure
Practice- and customer-oriented
Independent and neutral
Best Practice implementation
Goal-oriented

OUR FOCUS

People
Organisation
Law
Technology
Infrastructure
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SWISS INFOSEC AG

OUR SUCESS
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ISO 27001 zertifiziertes ISMS
Ausgezeichnete wirtschaftliche
und finanzielle Stabilitat
Ausbildungsangebot nach
eduQua zertifiziert
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OUR RESOURCES OUR EXPERIENCE OUR DEVELOPMENT
= All permanently employed = More than 10 years retention = Double-digit growth planned
= All resident in Switzerland in consulting units for the next three years
= German mother tongue = More than 8 years retention in = High continuity
= Consulting services also in the whole company including = High liability

English and French apprentices
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THE TEAM: DILIGENT AND PRACTICAL

www.infosec.ch/en/team
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SWISS GRC AG: THE SUCCESSFUL SISTER COMPANY
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SWISS INFOSEC AG

@ svissore

The specialists for Governance, Risk and
Compliance

SWISS GRC AG, based in Switzerland and the
UK, is a software and consulting company
focusing on GRC. www.swissgrc.com

GRC Toolbox

The GRC Toolbox offers a comprehensive
range of modules to help you effectively

manage Governance, Risk, and Compliance
(GRC).

Www.swissgrc.com/en swiss made
software
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DATA PROTECTION
Data protection compliance (FADP/GDPR),
Data protection impact assessment,

Prot
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ection of personnel data, IT law, Data breach

IT SECURITY

Cloud security, Penetration testing,
Vulnerability analysis, Configuration check /
hardening check, IT security processes, Phishing

INTEGRAL SECURITY

RISK MANAGEMENT

INFORMATION SECURITY
ISO 27001, ISMS, Information protection, Archiving

Mensch
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OUR SERVICES

PERSONAL AND PHYSICAL SECURITY
Occupational health & safety, Facility
Security, Evacuation, Fire protection,

Training & awareness

BUSINESS CONTINUITY MANAGEMENT
Emergency and crisis management,

IT Service Continuity Management,

Crisis Executive Assistance, ISO 22301
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CONSULTANCY TRAINING SERVICES
SUPPORT WE TRAIN YOU KNOWLEDGE AND EXPERIENCE FROM

We sharpen your eye for
what is necessary and find
the right practical solution
that is tailored to your
company.

reto.steinmann@infosec.ch
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Our support for the structure, strategy,
concept, risk catalogue, measures,
processes, tasks and operation of an
ISMS

CERTIFICATION
Support and coaching of your project:
ISO 27001, ISMS

AUDITS
Essential security tests to verify your
security

= |nformation and IT security officer (IT-
SIBE)

= Cloud- und IT security manager (CISM)

= |SO 27001 Lead Auditor

= |SO 27001 Manager

= Corporate security officer

= New ISO 27002 standard

= New Information Security Act ISG

TRAINING AND AWARENESS FOR YOUR

EMPLOYEES

= How to handle information correctly

= How to protect against industrial
espionage

OUR EXPERTS

= External chief information security
officer (CISO)

= Project support information security

= External team leader

= External project manager

= Template set with templates and
checklists
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Privacy@its best:
Concentrated data
protection know-how from
the Swiss Infosec AG
competence centre

michael.widmer@infosec.ch
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CONSULTANCY

SUPPORT

Our support for the data protection
compliance in accordance with Swiss
data protection legislation as well as the
European General Data Protection
Regulation (GDPR), Data protection
impact assessment (DPIA), Protection of
personnel data and technical and
organizational measures (TOM).

LEGAL ADVICE
Answers to your ICT questions (e. g.
outsourcing, e-commerce)

AUDITS
Our audit for your conformity with the
current and revised FADP and GDPR

TRAINING

WE TRAIN YOU
= Data protection officer

WE GET YOU UP TO SPEED FOR THE

GDPR

= |Information workshop for the Swiss
data protection law

= Information workshop for IT Security &
Data Protection

TRAINING AND AWARENESS FOR YOUR
EMPLOYEES

= Understanding data protection

= Correct application of data protection
= elearning courses data protection

SERVICES

KNOWLEDGE AND EXPERIENCE FROM

OUR EXPERTS

= External data protection officer

= Data protection officer (DPO) pursuant
to GDPR

= EU representative pursuant to GDPR

= External security officer

= External team leader

= External project manager
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IT security from Swiss
Infosec AG, so that you are
armed against attacks on
your applications, systems
and networks.

M)

niklaus.manser@infosec.ch
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CONSULTANCY

SUPPORT

Our support on a conceptual level in
establishing suitable and pragmatic IT
security processes or in developing
specific IT security concepts, and in case
of acute problems or current challenges
in the area of IT security: Cloud security
checks & coaching, Internet of Things
(loT)

AUDITS

Essential security tests to audit your IT
security, in-depth analysis of your
network, individual systems or
applications, penetration tests,
configuration checks or hardening
checks, vulnerability analysis

TRAINING

WE TRAIN YOU

= Cloud- and IT security-manager (CISM)

= |nformation and IT security officer (IT-
SIBE)

= |T Resilience manager

= Ethical hacking

= Secure coding

TRAINING AND AWARENESS FOR YOUR

EMPLOYEES

= |nformation workshop in Ransomware
Resilience

= |Information workshop IT Security &
Data Protection

= Cloud Security Checks & Coaching

= |n security awareness

= Through training initiatives

= elearning course Information and IT
Security

SERVICES

KNOWLEDGE AND EXPERIENCE FROM
OUR EXPERTS

= Cyber security officer (CSO)

= |T security officer (ISO)

= External team leader

= External project manager
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A successful and
appropriate cyber security
concept follows the integral
approach of Swiss Infosec
AG.

reto.steinmann@infosec.ch
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CONSULTANCY

SUPPORT

Our support for a comprehensive
protection against threats. Measures,
processes and tasks at the organizational
and technical level for the identification,
analysis and management of cyber
threats and attacks.

AUDITS
Essential security tests to audit your
cyber security resilience

TRAINING

WE TRAIN YOU

= Cloud- and IT security-manager (CISM)

= |nformation and IT security officer (IT-
SIBE)

= Digital risk officer (DRO)

TRAINING AND AWARENESS FOR YOUR
EMPLOYEES

" |n security awareness

= Through training initiatives

= elearning courses

02 OUR SERVICES
CYBER SECURITY

SERVICES

KNOWLEDGE AND EXPERIENCE FROM

OUR EXPERTS

= Cyber security officer (CSO) / IT
security officer (ISO)

= Chief information security officer
(CISO)

= External team leader

= External project manager
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With crisis management by
Swiss Infosec AG you can
rely on an efficient crisis
staff and an experienced
team!

reinhard.obermueller@infosec.ch
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CONSULTANCY

CRISIS COACHING

Coaching and training of your crisis staff,
development crisis management, virtual
crisis management

AUDITS

Crisis management audits to review the
responsiveness and quality of your crisis
staff

EMERGENCY MANAGEMENT
Concepts, strategies and plans for an
emergency, Business Impact Analysis
(BIA)

TRAINING

WE TRAIN YOU
= Business continuity manager (BCM)
= Risk manager

TRAINING AND AWARENESS FOR YOUR

EMPLOYEES

= |Information workshop in Crisis
Resilience

= Performing evacuations

= Successfully mastering crises

= Stress test crisis management

02 OUR SERIVCES
CRISIS MANAGEMENT

SERVICES

KNOWLEDGE AND EXPERIENCE FROM
OUR EXPERTS
Comprehensive crisis management
know-how and professional support in an
emergency
= Crisis executive assistance

(CEA)

No time for your crisis management? We
provide time and know-how!
= External crisis manager
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Anyone who deals with
information security must
also deal with business
continuity management.

reinhard.obermueller@infosec.ch
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CONSULTANCY

AUDITS
Check your business processes for their
recovery time

CERTIFICATION SUPPORT

Coaching and support for your
certification according to 1SO 22301
(BCMS)

AUDITS
BCM / ITSCM tests and audits

TRAINING

WE TRAIN YOU

= Business continuity manager (BCM)
= Risk manager

= |SO 22301 Lead Auditor

= |SO 22301 Manager

TRAINING AND AWARENESS FOR YOUR
EMPLOYEES

= Performing evacuations

= Successfully mastering crises

= Stress test crisis management

= elearning course BCM

02 OUR SERVICES
BUSINESS CONTINUITY MANAGEMENT

SERVICES

KNOWLEDGE AND EXPERIENCE FROM
OUR EXPERTS

No time for your Business Continuity
Management?

We provide time and know-how!

= External business continuity manager
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Physical security protects
your buildings and
infrastructures from A to Z.

reinhard.obermueller@infosec.ch
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CONSULTANCY

COACHING
Early detection of potential risks, dangers
and security gaps

AUDITS
Security audit of your buildings and
infrastructures

STANDARDS
ISO 27001, 1SO 27002, VKF, SUVA, SECO,
EKAS, SIA

TRAINING

WE TRAIN YOU
= Corporate security officer (CSO)

TRAINING AND AWARENESS FOR YOUR
EMPLOYEES
= Performing evacuations

02 OUR SERVICES
PHYSICAL SECURITY

SERVICES

KNOWLEDGE AND EXPERIENCE FROM
YOUR EXPERTS

No time for escape routes and access
protection? We offer experience,
expertise and time!

= External security officer

= External team leader

= External project manager
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With an awareness
campaign, you sensitize
your employees to security-
relevant topics.
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ken.vogel@infosec.ch

CONSULTANCY

SUPPORT

Our support in the conception and
implementation of awareness campaigns,
implementation of awareness measures
(e.g. social engineering, phishing,
edutainment, e-learning) and
measurement of the results.

AWARENESS SUBSCRIPTION
Keeping awareness on your radar -
awareness packages for the whole
company or individual teams

TRAINING

ELEARNING COURSES

Flexible in terms of location, timing,
learning pace, size of group. Ready-made
modules or customised to your needs:

= Information and IT security

= New Swiss Data Protection Act (nDSG)
= Data protection incl. DSGVO

= Business Continuity Management BCM
Tailor-made courses

02 OUR SERVICES
AWARENESS

SERVICES

KNOWLEDGE AND EXPERIENCE FROM

OUR EXPERTS

= External chief information security
officer (CISO)

= Project support information security

= External team leader

= External project manager
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AND QUALITY
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CONTINUOUS IMPROVEMENT PROCESS (CIP) ACCORDING TO ISO 22301

PLAN
e Introduction of guidelines, objectives, targets, controls, processes and
procedures

DO
‘\‘ Implementation and execution of guidelines, controls, processes and
procedures

CHECK
Monitoring and reviewing performance, defining corrective and
improvement measures

ACT
8= 7 Maintain and improve through the execution of corrective and
mmm  mprovement actions

20
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SOLVING _Y JUR PROBLEM
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YOUR ADDRESS FOR CORPORATE SECURITY

.....
il

Switzerland Europe =
,,,,,

Swiss Infosec AG Swiss Infosec (Deutschland) GmbH - - phe R <
Centralstrasse 8A Unter den Linden 24 _Seoavmagial |
6210 Sursee 10117 Berlin i R S
Swiss Infosec AG
Schanzenstrasse 1 - ’
3008 Bern T L

©
Swiss Infosec AG +41 41984 12 12 '
Technoparkstrasse 1 infosec@infosec.ch A B Y ARG
8005 Ziirich www.infosec.ch £ 7 e
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REGISTER NOW FOR THIS FREE TRADE EVENT

MEET SWISS INFOSEC! Zirich Airport 1pm to 5pm, followed More infos (German)
Focus on Security by finger food and drinks Newsletter & Event invitations www.infosec.ch/news
www.infosec.ch/msi LinkedIn www.linkedin.com/company/swissinfosec


http://www.infosec.ch/msi
http://www.infosec.ch/news
http://www.linkedin.com/company/swissinfosec
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