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Closing the 
NIST loop How to make sure, recovery is ensured ?
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Recovery ≠ Cyber Recovery
New Questions

• What exactly do I recover?
• Was sensitive data in scope?
• How do I ensure I don’t 

restore the malware?



Reduce sensitive data exposure 
by discovering what types of 
sensitive data you have, where it 
lives, and who has access to it

• Discover sensitive business data

• 60+ built-in analyzers

• Assess risk of exfiltration

Sensitive Data Discovery
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Determine the scope of 
ransomware attacks, using high 
fidelity machine learning to detect 
deletion, modifications, and 
encryptions

• Detect data anomalies and encryption 
events

• Determine ransomware infection type

• Assess the blast radius impact

Ransomware Investigation
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Prevent malware reinfection by 
analyzing the time-series history 
of snapshots for IOCs to identify 
initial point, scale, and time of 
infection

• Scan for threats using known indicators 
of  compromise

• Integrate with application recovery 
workflows

• Prevent malware reinfection

Threat Hunting
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Ensure safe and quick data 
recovery by quarantining data 
infected with malware

• Prevent reinfection during recovery by 
isolating infected data

• Control access to quarantined data with 
granular role-based access control

• Download quarantined data to analyze 
the root cause, point of origin and other 
details

Threat Containment
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NIST Framework: 



Thank You
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