NORMAN

Proactive IT security




NORMAN

e Introduction
o Different kind of inside attacks
* Inside network attacks

— Bothets

— Social networks

 |n the cloud attacks

. Q&A
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« Social application site RockYou had suffered a data
breached that resulted in the exposure of over 32
Million user accounts. To compound the severity of the
security breach, it was found that RockYou are stori ng
all user account data in plain text in their databa  se,
exposing all that information to attackers.



NORMAN

| ()"

* About 30% of users chose passwords whose length is
equal or below six characters.

 Moreover, almost 60% of users chose their passwords
from a limited set of alpha-numeric characters.

* Nearly 50% of users used names, slang words,
dictionary words or trivial passwords (consecutive
digits, adjacent keyboard keys, and so on).

 The most common password among Rockyou.com
account owners is “123456".
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So the picture and the slot were not identical...

And | had 1.5 hours to spare...

So what else to do... Of course | called

Do you think they were happy?
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« She: “No Sir, this machine is completely safe to use
The cardreader has just been replaced.”

« Me: “l know that, it is normal with skimming that th e
cardreader is altered, tampered with or replaced by the
bad guys.”

o She: “No Sir, it has been replaced by us. Itis
completely safe to use.”
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Me: “So why don’t you update the picture when
replacing the cardreader?”

She: “That’s another department!”

Me: “So who can guarantee that this machine is safe to
use. The picture is not identical to the cardreader ”

She: “Sir, please trust me when | say that the machi  ne
has not been tampered with and is safe to use. Your
card can safely be inserted”.
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e Me: “And who are you?”
« She: “I'm [whatever], of the helpdesk of the bank”.

 Me: “And who guarantees me that you do work for the
bank and not for a criminal organization trying to
obtain my carddata and pincode having altered this
machine. And that you were not able to update the
picture but you you were able to change the
telephonenumber so I’'m actually calling with a
representative of a skimming organization?”

« SLAM!
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Internal/External network

Individual Users connect
from multiple locations

Managed/Unmanaged
devices

Individual devices operate
both inside the network, and
on public networks

New Devices on the
Network, eg. SmartPhones, etc.
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e Mostly via web now. Attachments are becoming more
iInfrequently used as infection vectors.

* Browser Exploits are used to auto-download and exec ute
malicious code.

e |tis not only the dubious kind of websites that ca n be
affected, but literally all types of websitescanb e
tamperred with and transmit an infection.

e This usually is done through what is known as a SQL
Injection attack
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— User training (MSN, unknown pop-up’s, e-mail,
etc. )

— Patch management
— Hardware remediation

— Anti-virus management
 Activated, according to policies
* Up-to-date def. files
 Discovery of unknown nodes in the network
o Alerts

— In-line Network traffic content scanning
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#9 ldentity management

#8 Nefarious use of Service
#7 Account/Service Hijacking
#6 Financial DDOS

#5 Data Loss/Data Leakage
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#4 Unknown Risk Profile

#3 Hidden Logs/Intrusion Attempts
#2 Insider abuse

#1 Centralized AAA Abuse/Trust (Authentication,
Authorization en Accounting)
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